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Modernization of Government Services Project
Project ID No. P148537

Terms of Reference 
Consulting Services for Quality Assurance, User Acceptance and Security testing of IT systems developed during the project

I. [bookmark: _Toc364953025]Background 
From 2006 to 2013, Moldova modernized its civil service legislation and administrative processes under the Central Public Administration Reform (CPAR), supported by the World Bank administered CPAR MDTF. However, additional efforts are needed to transform Moldova public administration and bring it closer to the EU standards as planned under the Action Plan for implementation of the Association Agreement with the EU, signed in 2014. 
Governance is identified as a cross-cutting issue and interventions are planned to improve the business enabling environment, enhance public administration reform and quality of public service delivery. The Government has requested the World Bank assistance for a PAR operation, planned for delivery commencing in FY18 to 2023, called Modernization of Government Services Project (MGSP, the Project).
MGSP design takes into account the Government of Moldova vision, stated in the Public Administration Reform Strategy 2016-2020, relies on the Government Services Modernization Action Plan for 2017-2021 and makes extensive use of institutional and technological achievements of Governance e-Transformation Project (GeT) implemented by the Government of Moldova and World Bank in the past years. MGSP is being implemented by the Moldova e-Governance Agency (MeGA) aiming to achieve improvements in access, efficiency and quality of delivery of selected administrative services through the following four components:
1.	Public Service Modernization
The key activities under this component focus on re-engineering a group of government to citizen and government to business administrative services, piloting of one-stop-shops for public service delivery in selected locations and explore the possibility of rolling out at national level; increased awareness of citizens on public services and availability of e-services.
2.	Digital Platform and Services
The main objective of this component is to digitize selected re-engineered government services; complete and strengthen a common infrastructure and mechanisms for rapid deployment of ICT-enabled public services; introduce government wide IT Management and Cyber Security standards and procedures. It will finance the acquisition of additional shared computing infrastructure elements, digitization of services needed to deliver Government services electronically and development of IT Management and Cyber Security standards and procedures as well as learning management system to mainstream them within the government. 
3.	Aligning institutional capabilities to new model of service delivery
The objective of this Component is to ensure that the institutional capabilities of key government agencies are aligned with and support the new model of public services delivery. 
4.	Project Management
This Component will finance project implementation unit (PIU), based in e-Governance Agency and will co-finance the core e-Governance Agency management team.

Current situation in the sector 
Although the Government has launched the reform of public services in 2014-2016 and has committed to digitize and provide online access to all public services by 2020, lack of capacity and expertise to perform reengineering and process optimization remains a problem that prevents achieving this. 
Also, there is room for rationalization to over 580 existing public service by withdrawing from use the obsolete services. 
To meet these challenges, the Government, in accordance with the Public Administration Reform Strategy for the years 2016-2020 (especially the component "Modernization of Public Services") plans a major transformation exercise (qualitative and quantitative) of administrative public services, provided by central public administration authorities through: a) removing outdated public services or merging several services in one; b) increased access to local public services through various channels; c) reducing the number of documents required for public services, and the service delivery time; e) ensuring a high level of satisfaction with the quality of government service delivery.
The quality and security of the electronic services, being a corner stone of the whole public service digitization process, requires the applicability of an integrated approach throughout the service digitization process and the subsequent exploitation and continuous improvement. 
Quality and security aspects are considered to be an important part of the Public Service Digitization Methodology, currently under development,  which will guide the Public Authorities throughout the whole service digitization process. Besides that, the quality and security aspects have to be taken into consideration during the electronic service development, deployment and operation process. 
The lack of capacity and variation in knowledge and understanding of the quality and security aspects of the software solutions in the Goverement Authorities make these projects highly risky and prone to poor implementation outcomes. 
Moldova e-Governance Agency is looking for a Consultant who can help to ensure that quality and security be taken into consideration during the whole software solution development life cycle. The Consultant is required to be actively engaged in the development of the  Public Service Digitization Methodology, by providing the input regarding the quality and security aspects. At the same time the activities regarding the security and quality review and testing, including performance and UAT, of at least 21 software solution developed or updated during the MGSP is required to be provided by the Consultant. 
II. Objectives
The primary objective of this assignment is to assure the security and quality of the information systems implemented and managed by e-Governance Agency by:

1. Contributing to the development of the Public Service Digitization Methodology  in quality and security areas;
2. Contributing to the development of Technical Specifications with quality and security inputs and ensuring that the software solutions are developed in accordance with the defined Technical Specifications. 
3. Performing the quality and security reviews and tests of the developed applications, including performance and  User Acceptance Test (UAT).
III. [bookmark: _Toc364953026]Scope of Work 
The assignment covers the following areas of activity:
(i) Contribution to Public Services Digitization Methodology
During the development of the Public Service Digitization Methodology, the Consultant shall 
(a) Contribuite to  the methodology by covering  the software quality asurance and security aspects in acordance with the international best practice and Moldovian legislation in area of cyber and information security and personal data protection;
(b) Contribute  to the list of the standard non-functional requiremets to be included as part of the methodology.
(ii) Software application requirements analysis
The Consultant shall review, from quality and security perspective, the following documents:
(c) Technical requirements specification, both functional and non-functional part;
(d) Use Cases specification;
(e) System Design specification.
(iii) Execution of application software security testing/audit
The Consultant shall perform, including on-demand, the  Security Testing/ Audit of the developed software application. The phase will cover following main activities: 
(a) Define the test plans, test cases,  for software security testing/review.
(b) Perform the security code review, penetration testing and other security audit activities in order to evaluate the following area:
1. Validation and Encoding. The rules for validating and encoding each input to the application, whether from users, file systems, databases, directories, or external systems;
2. Authentication and Session Management. The authentication credentials and session identifiers protection throughout their lifecycle; 
3. Access Control. The roles (groups, privileges, authorizations) used in the application and the access rights to each asset and function for each role; 
4. Error Handling. The handling mechanism of errors occurring during data processing.
5. Logging. The information, useful in forensic investigation, logged for each security-relevant event.
6. Connections to External Systems. The authentication and encryption mechanism handled for all external systems, such as databases, directories, and web services. 
7. Encryption. The mechanism of data encryption, certificates and other credentials handling. 
8. Availability. The mechanism of protect against denial of service attacks such as authentication lockout, connection exhaustion, and other resource exhaustion attacks.
9. Secure Configuration. The mechanism of securing the default values for all security relevant configuration options. 
The security testing performed by the Consultant will not replace the in-house testing performed by software solution providers during the solution development process.
(iv) Execution of application software quality assurance testing/audit
The Consultant shall perform, including on-deman, the  User Acceptance and Quality Testing/ Audit of the developed software application. The phase will cover following activities:
(b) Verify and validate the test plans, test cases,  testing results during the software development process:
1. Unit Testing;
2. Functional Testing;
3. Integration Testing;
4. Volume Testing;
5. Performance Testing;
6. Stress Testing;
7. Regression Testing.
(c) Perform the User Acceptance and Testing (UAT), including performance testing:
1. Define/Validate/Adjust the Test Scenarios, Test Cases etc. provided by the Software Solutions Provider and create the User Acceptance Test criteria. 
2. Setup the necessary UAT Environment as per  Software Solutions Provider documentation. 
3. Conduct User Acceptance Testing as per the defined UAT criteria. 
4. Conduct Performance Acceptance Testing as per the defined UAT criteria. 
5. Provide sign off as the Independent Testing Provider for User Acceptance Testing. The quality of the system should be certified / accepted by this Independent Testing Provider.
The quality testing performed by the Consultant will not replace the in-house testing performed by software solution providers during the solution development process.   
IV. [bookmark: _Toc364953027]Outputs and Deliverables

(a) Public Services Digitization Methodology
As part of Public Service Digitization Methodology development the Consultant shall deliver:
1. The description of the process and methodology, including the list of quality and security artifacts, to ensure the quality and security during the development of the information systems which will provide the electronic services;
2. [bookmark: _GoBack]The updated list of the non-functional requiremets, to be included as part of the methodology, and used in the development of the Technical Specification.
(b) Technical Specifications
As part of Technical Specificasions development the Consultant shall deliver:
1. The reviewed and updated Technical Specification document with the quality and security requiremets, including the quality and security artifacts to be provided.
(c) Planning  of application security and quality assurance review/testing/audit
The Consultant shall deliver the application security and quality assurance review/testing/audit plans which
shall include the following information, but not limited to:
1. Description of review/testing/audit approach;
2. Description of review/testing/audit scenarios;
3. Resources and activities plan.
The Plans shall be submitted after each performed application security and quality assurance review/testing/audit .  
(d) Execution of application security and quality assurance review/testing/audit
The Consultant shall deliver the application security and quality assurance review/testing/audit reports which shall include the following information, but not limited to:
1. Description of used audit methodology;
2. Description of testing/audit scenarios; 
3. Identified deficiencies observed during the review/testing/audit process;
4. Remediation recommendation to correct the deficiencies, including any performance or other type of optimizations.  All recommendations should reflect latest industry trends and standards.
The Reports shall be submitted after each performed application security and quality assurance review/testing/audit.  The deficiency identifyed during the review/testing process shall be opened in the AGE bug-traking system. The Cosultant shall monitor the progress of closing the opened issues and report of the progress in the montly activity report.
(e) Activity Progress Reports
The reports will be submitted monthly detailing activities performed and progress achieved during the reported period.
V. [bookmark: _Toc364953028]Timing and Effort
The assignment is expected to commence in May 2019. The contract will be signed for a period of 12 months, with an estimated average of 50 m/d effort per month. Subject to Consultant’s satisfactory performance, the contract can be extended, based on the same rates.
VI. Institutional Arrangements
Reporting:  The Consultant will work under the direct supervision of the Quality and Information Security Officer, who in turn will coordinate QA and security activities with Project/Product Manager assigned for each information system procured by the e-Governance Agency.
VII. [bookmark: _Toc364953029]Qualification requirements 

Minimum requirements for the Consultant:
· Professional experience in quality and security testing/audit (during the last 3 years);
· Minimum one successful project in the last two years as outsourced project in security testing/audit and in software quality testing/audit;
· Experience in developing Quality and Security Assurance frameworks in software development sector;
· Experience in working with governmental organizations would be an asset;
· Certification obtained related to quality and security management (ISO 9001, ISO 27001) would be an asset;

Key Staff


The minimum qualification requirements for the key staff members are described below:

Team Leader - QA and Security Analyst
· University degree in areas such as computer sciences, engineering, and telecommunications or related;
· Minimum 5 years of experience in area of software development;
· Minimum 3 years of software application security audit or software quality testing;
· At least 3 years of experience in project management/team leadership in public or private sectors;
· Experience in developing methodologies, frameworks, strategies, etc. in the area of quality and security assurance in public and/or private sectors; 
· Excellent understanding and hands-on experience in .NET, J2EE, PHP technologies;
· Excellent understanding of internationally recognized standards and best practices (e.g. OWASP, ITIL, ISO/IEC 270002, ISO/IEC 9001 etc.);
· Good knowledge of the software lifecycle development with emphasis on the QA and application security aspects;
· Good knowledge of Unified Modeling Language (UML);
· Certifications such CEH or ISEB  are considered a plus;
· Ability to effectively communicate and write in English. Knowledge of Romanian and/or Russian is an advantage.

Quality Testing Team Member
· University degree in areas such as computer sciences, engineering, and telecommunications or related;
· Minimum 5 years of experience in area of software development;
· Minimun 3 years of in-depth software testing and QA;
· Understanding of  .NET, J2EE, PHP technologies;
· Good knowledge of Unified Modeling Language (UML);
· Proven experience in using the software testing, including performance testing, tools.
· Excellent analytical and problem solving skills.
· ISEB certifications or echivalent is mandatory; 
· Ability to effectively communicate and write in English and Romanian. Communication in Russian is an advantage.
Security Testing Team Member
· University degree in areas such as computer sciences, engineering, and telecommunications or related;
· Minimum 5 years of experience in area of software development;
· Minimum 3 years of experience in security testing and security code review of software solution;
· Understanding of  .NET, J2EE, PHP technologies;
· Excellent understanding of internationally best practices regarding application software security developed by OWASP (code review and pen testing);
· Good knowledge of Unified Modeling Language (UML);
· Proven experience in using the software security testing tools;
· Certifications in security qualifications such as CEH are considered to be a plus; 
· Ability to effectively communicate and write in English. Knowledge of Romanian and/or Russian is an advantage.
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