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TERMS OF REFERENCE 
CONSULTING SERVICES TO PERFORM A GAP ANALYSIS OF EXISTING DIGITAL INFRASTRUCTURE OF E-GOVERNANCE FRAMEWORK 
IN GOVERNMENT OF MOLDOVA


I. Background 
From 2006 to 2013, Moldova modernized its civil service legislation and administrative processes under the Central Public Administration Reform (CPAR), supported by the Bank's administered CPAR MDTF. However, additional efforts are needed to transform Moldova public administration and bring it closer to the EU standards as planned under the action plan for implementation of the Association Agreement with the EU, signed in 2014. 

The Government of Moldova is determined to fundamentally change the way how public services are provided in Moldova through a variety of interventions for modernization of service delivery, which combat corruption, foster a customer care culture, enhance access, as well as increases efficiency in the Moldovan public administration. Therefore, the one of the main objectives of the Administration Reform Strategy 2016-2020 and Government’s working program for years 2016-2018 is the modernization of the public services. 

Moldova has made considerable progress both in terms of public administration reform, exceeding by indicators average of countries in Europe and Central Asia and countries with middle and low income, as well as in Government modernization using information and communication technology (ICT), the Government of creating a world-class ICT infrastructure that allows the development and supply of electronic services to the highest quality standards.

Current situation in the sector 
Even though some progress has been made over the last decade, citizens still view corruption as a significant problem. While business process and e‑governance reform efforts have, in a way, improved business services, such measures have not yet been applied to administrative services.  
Businesses and citizens continue to face many constraints in the interaction with the state, one of the most important is corruption, perceived by 40 percent of companies as a major impediment to business (according to the World Bank, EBRD Business Environment and Enterprise Performance Survey (2013)). Institutional reforms aimed at reducing corruption are also at the forefront of the EU’s requirements for Moldova’s progress.  The most important challenges ahead are strengthening the rule of law, reforms in the public administration, including professionalism and anti-corruption efforts and improving competitiveness and business environment. 

Although the Government has launched the reform of public services in 2014-2016 and has committed to digitize and provide online access to all public services by 2020, lack of capacity and expertise to perform reengineering and process optimization remains a problem that prevents achieving this. Also, there is room for rationalization of over 580 existing public service by withdrawing from use the obsolete services. 

To meet these challenges, the Government, in accordance with the Public Administration Reform Strategy for the years 2016-2020 (especially the component "Modernization of Public Services") plans a major transformation exercise (qualitative and quantitative) of administrative public services, provided by central public administration authorities through: a) removing outdated public services or merging several services in one; b) increased access to local public services through various channels; c) reducing the number of documents required for public services, and the service delivery time; e) ensuring a high level of satisfaction with the quality of government service delivery.

The Government has requested the World Bank’s assistance for a PAR operation, planned for delivery commencing in FY18 to 2023, called Modernization of Government Services Project (MGSP). The design of the project relies on the Government Services Modernization Action Plan for 2017-2021 and makes extensive use of institutional and technological achievements of Governance e-Transformation Project (GeT) implemented by the Government of Moldova and World Bank.

The centralized infrastructures and platforms developed under GeT and administered by Moldovan e-Governance Agency are listed below: 
· MCloud – private government cloud computing platform;
· MConnect – data exchange platform;
· MPass – government authentication and authorization service;
· MSign – government digital signature service;
· MPay – government payment service;
· MLog – government journaling service;
· Public Service Portal – government portal for public services for citizens and business.

In the context of public service reform, the Government is reviewing the existing infrastructures, platforms and centralized services (i.e. e-governance infrastructure) in order to enhance them with new functionality as well as extend e-governance infrastructure with brand new reusable components and services which will lead to better electronic public services.

The MGSP aims to achieve improvements in access, efficiency and quality of delivery of selected administrative services through the following four components:

1. Administrative Service Modernization
The key activities under this component focus on re-engineering a group of government to citizen and government to business administrative services, piloting of one-stop-shops for public service delivery in selected locations and explore the possibility of rolling out at national level; increased awareness of citizens on public services and availability of e-services

2. Digital Platform and Services
The main objective of this component is to digitize select re-engineered government services; complete and strengthen a common infrastructure and mechanisms for rapid deployment of ICT-enabled public services; introduce government wide IT Management and Cyber Security standards and procedures. It will finance the acquisition of additional shared computing infrastructure elements, digitization of services needed to deliver government services electronically and development of IT Management and Cyber Security standards and procedures as well as learning management system to mainstream them within the government. 

3. Service Delivery Model Implementation
The objective of this Component is to ensure that the institutional capabilities of key government agencies are aligned with and support the new model of public services delivery. Technical assistance will be provided to all institutions responsible for the delivery of public services re-engineered and digitized under MGSP, as well as partner entities participating in Unified Public Services centers (CUPS) pilots. The Component will also address the capabilities of structural units in the government responsible for public services modernization reform management and coordination. 

4. Project Management
This Component will finance project implementation unit (PIU), based in e-Governance Agency and will co-finance the core e-Governance Agency management team.

II. Objective of the Assignment 
The purpose of this assignment is to evaluate centralized and reusable electronic services and platforms owned or supervised by the Moldovan e-Governance Agency, including but not limited to:
· MCloud – private government cloud computing platform;
· MConnect – data exchange platform;
· MPass – government authentication and authorization service;
· MSign – government digital signature service;
· MPay – government payment service;
· MLog – government journaling service;
· Public Service Portal – government portal for public services for citizens and business;
· Mobile e-ID – mobile electronic identity infrastructure.

in order to: 
a) improve them by adding new features and optimizing business processes as per international best practices and new trends in the area of e-governance;
b) complement existing e-governance infrastructure with new components which will solve individual and specific problems as part of electronic service development and delivery.

III. Scope of work 
The qualified individual consultant (hereafter referred to as Consultant) is expected to:

1. Analyze Moldovan e-Governance Agency electronic services and platforms, including:
1.1. Perform an as-is analysis of existing centralized electronic services and platforms, covering technical, organizational (business processes), operational, financial, economic, marketing and legal aspects;
1.2. Perform a to-be analysis covering technical, organizational (business processes), operational, financial, economic, marketing and legal aspects of e-governance infrastructure while proposing new features to existing components and business process improvements based on the international best practices in e-governance and following relevant international standards. Proposals must consider different priorities and time targets: (i) what are the existing gaps critical to operations (must act immediately); (ii) what are the gaps (enhancements) that can improve functionality and cost efficiency (good to consider), (iii) what are the future investments needed to sustain long term operational capacity (long term planning).
1.3. Propose additional new reusable and centralized electronic services and platforms to be implemented based on the technology trends in e-governance. Proposals must consider different priorities and time targets.
1.4. Preform a high-level cost-benefit analysis of the proposed improvements and new reusable and centralized electronic services and platforms;
1.5. Develop a high-level roadmap with phasing and estimative costing for the transition from as-is to to-be model;
1.6. Develop proposals to legal framework to sustain the implementation and adoption considering European and international practices;
1.7. Present the results of the analysis to representatives of public sector organizations, including public service providers at a workshop organized by Moldovan e-Governance Agency.

2. Analyze government private cloud platform (MCloud), including:
1.1. Perform an as-is analysis of existing MCloud Platform, including services delivered from MCloud, covering technical, organizational (business processes), operational, financial, economic, marketing and legal aspects;
1.2. Propose improvements to existing services and suggest new MCloud services based on best practice in the area of Government Cloud Platforms, especially shifting from IaaS to PaaS and SaaS. Proposals must consider different priorities and time targets: (i) what are the existing gaps critical to operations (must act immediately); (ii) what are the gaps (enhancements) that can improve functionality and cost efficiency (good to consider), (iii) what are the future investments needed to sustain long term operational capacity (long term planning).
1.3. Propose the MCloud extension strategy and roadmap with phasing and costing based on the business and technology trends in the area of Government Clouds; 
1.4. Preform a high-level cost-benefit analysis of the proposed services and strategy with suggesting a more reliable and sustainable financial model;
1.5. Present the results of the analysis to representatives of relevant public sector organizations at a workshop organized by Moldovan e-Governance Agency.

To fulfill the tasks the Consultant shall conduct on-site assessments, interviews with the responsible public servants, beneficiaries and other relevant stakeholders in order to collect information and understand the public services under investigation. 

IV. Deliverables and Schedule of Deliverables 
The list of deliverables and the delivery schedule are presented below. All deliverables shall be provided in electronic format in English.

1. Moldovan e-Governance Agency electronic services and platforms.

	#
	Deliverables
	Schedule from the assignment start date

	1
	Report regarding as-is and to-be analysis of e-governance infrastructure, which should contain at least: 
· The analysis of existing electronic services and platforms;
· Proposed improvements to existing electronic services and platforms;
· Proposed new electronic service and platforms;
· High-level cost-benefit analysis of the proposed improvements and new services and platforms;
· Recommendations regarding the e-Services Governance process required to be developed and implemented;
· High-level roadmap for implementation of proposed components
· Proposals to legal framework to sustain the implementation and adoption considering European and international practices.
	









Week 12

	2
	Presentation for the workshop with public service providers
	Week 16




2. Government Private Cloud Platform MCloud.

	#
	Deliverables
	Deadlines from the assignment start date

	1
	Report on MCloud, which should contain at least:  
· The analysis results of the current implementation of the MCloud Platform, including services provided from MCloud;
· Proposed new MCloud services to be implemented;
· Proposed MCloud extension strategy; 
· High-level cost-benefit analysis of the proposed services and strategy;
· Suggestions on improving the existing financial model for MCloud.
	
Week 16

	4
	Presentation for the workshop with public sector organizations
	Week 20




V. Timing 
The assignment is expected to start in October 2018. The estimated duration of the contract is 6 months.

VI. Institutional arrangements  
The Consultant will report to the Director of the e-Governance Agency and shall work under the general supervision of the e-Governance Agency’s Chief Digital Officer, who will facilitate the Consultant’s access to the necessary documents, materials and key stakeholders to the assignment.

VII. Resources 
The e-Governance Agency will provide the Consultant with the core data on the institutions under the scope of the assignment and other available information on public services; will facilitate the interaction with appropriate institutions, offices and make the necessary arrangements for consultations with relevant stakeholders. The e-Governance Agency will also be responsible for organizing the workshops with public service providers/ public sector organizations.

VIII. Qualification requirements  
The individual consultant should have extensive international experience in the field of IT and consultancy and e-Governance in Public Sector.
Mandatory qualifications 
· University degree in areas such as: Computer Sciences, Telecommunications, Public Administration or related;
· At least 7 years of professional experience in providing consultancy, including gap analysis, development of process and procedures in area of electronic governance and private government cloud platform;
· Minimum one successful project in the last 3 years per each of the following areas:
· Improvement or implementation of the electronic government services and associated governance process;
· Improvement or implementation of the private government cloud strategy and associated governance process;
· Demonstrated experience in the area of cost-benefit analysis of IT in public administration;
· Excellent understanding of internationally recognized standards and best practices (e.g., ITIL, COBIT, TOGAF, CIS Controls, ISO/IEC 270002, etc.).
· Ability to effectively communicate and write in English.
Preferred qualifications
· Certifications in IT governance (e.g. ITIL, COBIT, TOGAF) would be a strong asset; 
· Former experience in working with governmental organizations in Moldova would be a strong asset;
· Knowledge of Romanian and/or Russian would be an advantage.
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