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1. Background 
From 2006 to 2013, Moldova modernized its civil service legislation and administrative processes under the Central Public Administration Reform (CPAR), supported by the Bank's administered CPAR MDTF. However, additional efforts are needed to transform Moldova public administration and bring it closer to the EU standards as planned under the action plan for implementation of the Association Agreement with the EU, signed in 2014. 

Governance is identified as a cross-cutting issue and interventions are planned to improve the business enabling environment, enhance public administration reform and quality of public service delivery. The Government has requested the World Bank’s assistance for a PAR operation, planned for delivery commencing in FY17 to 2021 (Modernization of Government Services Project – MGSP). 

Major results of the operation potentially include:
Better quality, accessibility, speed and cost-efficiency of public services. This would be the central project objective, achieved by 
(i) supporting the development of relevant regulation and service standards, 
(ii) supporting the service modernization co-ordination and implementation mechanism; 
(iii) making reengineered services available online and (iv) scaling up one-stop shops;
Improved performance management practices and meritocracy in the civil service by 
(i) strengthening HRM capacity in analyzing and addressing issues of job attractiveness and motivation in civil service, 
(ii) modernizing the civil service training system to address capacity gaps in policy development and public services delivery at all levels of government and 
(iii) supporting the functional reorganization of agencies affect by process reengineering.

In order to facilitate preparation activities for an effective project implementation, a grant has been made available to Government of Moldova to support, among other things, consultations and technical design for public services modernization reform, including preparation of bidding documents for e‑services component of the project under preparation.
Another key area of the project is re-engineering and digitization of e-services for citizens and businesses that will be delivered via a unified G2C/G2B portal and so-called USPCs (Universal service provision centers). The list of the e-services included in the current assignment was identified and prioritized together with World Bank project team and State Chancellery taking into account selection criteria like impact, complexity, cost, implementation time and in demand by the Moldovan citizen and businesses.
For this purpose, the e-Government Center of Moldova is hiring individual consultants to prepare technical specifications to serve as support for development of bidding documents for procurement of several information systems, thus extending the list of centralized e-governance digital platforms and services.
1. Objectives
The consultants will develop Technical Specifications for development of the following information systems, specifically:

1. MDocs – a governmental multitenant electronic document exchange and archiving center. The objective of MDocs is to facilitate electronic document exchange within and between public sector organizations as well as streamline document exchange between public service providers and consumers. Main functional modules of MDocs are a) document receiving, validation, routing and sending from organizations based on an identified and defined common standard; b) document archive, collecting documents based on explicit archival requests from organizations or on archival policies and retaining documents based on content retention policies; c) document repository, allowing tenants to store and share electronic documents for public service consumers to access them remotely; d) standards-based container for digital signing of electronic content; e) workflows for multiple signatures (co- and countersigning).
2. MPay ver. 2.0. MPay ver. 2.0 will be a major upgrade to existing MPay service which will extend payment functionality thus enabling different payment scenarios needed for reengineered services. The following are the major new functional blocks of MPay ver. 2.0: a) automated chargeback process; b) government-to-citizen payments; c) automation of some operational activities; d) additional payment process related reports.
3. Identity Resolver (IR). Identity Resolver is envisioned as a new microservice extending identity and data exchange infrastructures capable to convert one type of identity into another based on some contextual information. For example, when asked for the owner of a land parcel based on its cadastral identifier (identity type – land parcel) the IR returns the resolved identity of the owner of that land parcel based on desired identity type (e.g. physical person) – either the individual personal ID of the owner, if it is a physical person, or the individual personal ID of the administrator of a legal entity in case the owner of the land parcel is a legal entity. IR will rely entirely on existing data exchange infrastructures, including interoperability platform MConnect and will contribute to data consistency, data collection and exchange optimization as well as higher level of personal data protection.
4. Internal Certification Authority. This is a technological internal certification authority (iCA) which is aiming to automate the process of re/issuing and update of digital certificates used in inter systems communication, since manual updates of certificates is a constant operational problem leading in many cases to disruptive public services. Internal CA will issue digital certificates exclusively for information systems so they will be able to authenticate and sign messages. Being a part of electronic identity infrastructure, the internal CA will have to tightly integrate with MPass – governmental identity service. The system will contribute to higher security and reliability of public service delivery.
5. Development of server-side mobile signature (SSMS). This component will complement existing client-side mobile signature, implemented by the Government in partnership with mobile operators with new functionality which makes it possible to store keys in specialized security modules/servers and create the signature on the server. This alternative will extend signing scenarios by introducing multiple document and batch signing. SSMS will be used for authentication and for digital signing, therefore an integration with MPass and MSign is necessary.
6. Unified Client Support (UCS). The UCS is a set of organizational and technical means which ensures a consistent way for serving customers as part of public service delivery. It will provide a common and unified experience for all public services. UCS is a typical multi-layered infrastructure – 1st line support: call center, helpdesk, etc.; 2nd line support: qualified specialists and 3rd line: domain experts. Call center and helpdesk systems shall have all typical functionality of registering, processing, tracking requests and incidents as well as reporting tooling.
1. Scope of Work 
The ultimate purpose of the assignment is to produce detailed Technical Specifications for above e-Government platforms. 
The assignment includes but is not limited to reviewing Moldova ICT-related laws, policies, and procedures, interviewing beneficiaries, reviewing international best practices and elaborate detailed Technical Specifications that will be incorporated in the Bidding Documents according to World Bank procedures (ICB for Information Systems).
For all key activities and deliverables, the consultants will consult the eGC team, particularly the e‑Service Managers. The consultants’ tasks will include but not be limited to the following:
Task 1. Recommendations on relevant Moldova legal framework, IT Policy Related Documents and Planning
The objective is to get into details of Legal Framework, eGC project activities through examination of eGC documentation, IT policy related documents, and meetings with relevant entities. The following is the minimal set of activities under this task:
1. Identify and examine the legal framework and documents related to the objective of the assignment;
1. Interview with main stakeholders on identification of legal requirements;
1. Provide recommendations for legislation changes to make the provision of respective e‑services efficient and effective;
1. Present findings to stakeholders and validate the list of proposed adjustments to existing legal framework.
Task 2. Recommendation’s resulting from the review of international best practices and tools relevant to development of selected e-Government platform components
This task aims to provide a clear picture of the state-of-the-art technologies in the area of relevant existing information systems. It consists of the following minimal set of activities:
1. Research existing technologies, platforms, standards and best practices in the area of development of similar platforms (especially in the Government sector) and suggest how they can be adopted to Technical Specifications to be developed;
1. Review documentation on MCloud, MCloud platform-level services, shared e‑services and e-Government architecture and specify how to use them in the envisioned platform.
1. Provide recommendations on how to adapt international best practices and tools to local context.
Task 3. Preparation of Technical Specifications 
The objective of this Task is to provide a consistent, orderly, and complete description of work required, deliverables and the time in which it has to be performed for e-service development. It is expected that the document will be based on the previous tasks and will follow the World Bank template for the Standard Bidding Document (SBD) “ICB - Supply and Installation of Information Systems. Single-Stage”. Particularly, the task includes the following sub-tasks:
1. Prepare Concept Note 
1. Prepare Requirements and Functionality Assessment part of the Technical Specifications;
1. Prepare final version of Technical Specifications, including Implementation Schedule (Chapter VI of Standard Bid Documents)
1. Deliverables
The consultants will provide the following deliverables for each IS:
1. List of proposed changes in the legal framework, if any;
1. Technical specifications in the format of Section VI of standard Bidding Documents for “ICB- Supply and Installation of Information Systems. Single-Stage”, including:
· Concept Note (max.5 pages);
· Functional specifications (List of functional requirements, including flow chart diagrams, business model diagrams, use case diagrams);
· Non-functional specifications, based on eGC template;
The deliverables shall be provided in English.
1. Timing
This is a short-term assignment expected to commence in September, 2017. The estimated level of effort (LoE) per each set of Technical specifications is 30 days.
1. Institutional arrangements
The consultants will work remotely and take part in planned EGC technical team meetings upon necessity. 
The consultants will report to the Executive Director of the e-Government Center and work under the direct supervision of the Chief Digital Officer.
1. Resources
EGC will provide any other necessary means and support for consultants in order to carry out this assignment.
1. Qualification requirements and evaluation criteria
· University degree in areas such as economics, business administration, public administration, computer sciences, engineering or telecommunications or related;
· Minimum 7 years of experience in IT area;
· Familiarity with Republic of Moldova’s e-Government architecture and platforms;
· Excellent understanding of web technologies;
· Excellent understanding the database development and programming;
· Excellent understanding of system design process;
· Familiarity with the regulatory framework in ICT field;
· Proven track record of business analysis and writing technical specifications in similar assignments (min. 3 years);
· Experience with donor funded programs/projects and World Bank procurement procedures and standard bidding documents would be an asset;
· Ability to effectively communicate and write in Romanian and English.
