Project Preparation Advance for Modernization of Government Services
in the Republic of Moldova Project
Project ID No. P148537

TERMS OF REFERENCE

FOR QUALITY ASSURANCE AND SECURITY CONSULTANT
I. Background

Moldova modernized its civil service legislation and administrative processes under the Central Public Administration Reform (CPAR), supported by the Bank's administered CPAR Multi-Donor Trust Fund (MDTF). However, additional efforts are needed to transform Moldova’s public administration and bring it closer to the EU standards as planned under the action plan for implementation of the Association Agreement with the EU, signed in 2014. 

Governance is identified as a cross-cutting issue and interventions are planned to improve the business enabling environment, enhance public administration reform and quality of public service delivery. The Government has requested the World Bank’s assistance for a Public Administration Reform (PAR) operation, planned for delivery commencing in FY17 to 2021, called Modernization of Government Services Project (MGSP).

The design of the project takes into account the Government of Moldova’s vision, stated in the Public Administration Reform Strategy 2016-2020, relies on the Government Services Modernization Action Plan for 2017-2021 and builds on the institutional and technological achievements of the Governance e-Transformation Project (GeT) implemented by the Government of Moldova and World Bank. The MGSP aims to improve access, efficiency and quality of delivery of selected administrative services through the following four components:

1. Public Service Modernization

The key activities under this component focus on re-engineering a group of government to citizen and government to business administrative services, piloting one-stop-shops for public service delivery in selected locations and exploring the possibility of rolling them out at the national level; and increasing citizens’ awareness of public services and available e-services. 
2. Digital Platform and Services

The main objective of this component is to digitize select re-engineered government services; complete and strengthen a common infrastructure and mechanisms for rapid deployment of ICT-enabled public services; and introduce government wide IT Management and Cyber Security standards and procedures. It will finance the acquisition of additional shared computing infrastructure elements, digitization of services needed to deliver Government services electronically and development of IT Management and Cyber Security standards and procedures as well as learning management system to mainstream them within the government. 

3. Aligning institutional capabilities to new model of service delivery
The objective of this Component is to ensure that the institutional capabilities of key government agencies are aligned with and support the new model of public services delivery. Technical assistance will be provided to all institutions responsible for the delivery of public services re-engineered and digitized under MGSP, as well as partner entities participating in Unified Public Services centers (CUPS) pilots. The Component will also address the capabilities of structural units in the government responsible for public services modernization reform management and coordination. 

4. Project Management

This Component will finance project implementation unit (PIU), based in e-Government Center and will co-finance the core management team.

II. Objectives
The e-Government Center seeks to engage an experienced local consultant for the position of Quality Assurance and Security Consultant to support the eGC in provision of the quality and information security assurance best practices and standards to ensure the operation of the owned governmental centralized platforms under the current agenda.

III. Scope of Work 

The primary activities and responsibilities of the Consultant are to ensure:

1. Defining and maintaining Quality Assurance (QA) and Information Security frameworks, based on domain international best practices and standards and setting up the roles, activities, tasks, deliverables, templates and metrics to meet organization’s quality and information security objectives.

2. Applying the Quality Assurance and Information Security frameworks to organization’s processes and products, including but not limited to development of IT systems and infrastructures and IT service management.
During the proposed period of performance, the Consultant will:
· Lead the implementation of software quality and security assurance frameworks;

· Provide recommendations regarding quality and security aspects for information systems managed by eGC;
· Advise on the deliverables to be provided by software solutions providers to ensure proper quality and security of the product.
· Define the quality and information security assurance practices and standards to be followed across the entire lifecycle of e-services and other IT systems developed by eGC; 

· Improve the administrative and governance framework for security management and technical security measures that are applied to safeguard the Information Systems Infrastructure;
· Provide best practices, checklist and support in hardening of IT infrastructure (including database architecture, networks, applications, web services, virtualizations, etc.);
· Lead the activities relating to contingency planning, business continuity management and IT disaster recovery in conjunction with relevant functions and third parties;

· Lead the design and operation of related compliance monitoring and improvement activities to ensure compliance both with internal quality and security policies etc. and applicable laws and regulations;
· As required, perform quality and information security awareness, training and educational activities.
· Take part in procurement of goods and services by drafting Terms of References, technical specifications, contributing to development of bidding documentation, participating in offer evaluations and reporting;
· Manage the activities of the consultants/suppliers and ensure relevance and quality of their outputs for QA and security related activities;
· Other duties as assigned. 

IV. Outputs

The outputs of the Quality Assurance and Security Consultant will include the following documentation and reports: 

· Up to dated set of documentation comprising quality assurance and information security related documentation:
Quality Management System (QMS) Framework documents such as:

· Management Review Process;

· Human Resource Management Process;

· Internal Audit Process;

· Monitoring and Measurement Process;

· Preventive and Corrective Action Process;

· Change Management Process;

· Document and Record Control Process.

· Complains Management Process

Information Security Management System (ISMS) Framework documents include the document mentioned above and add documents specific for information security risk management such as:

· Information Security Risk Management Process;

· Access Control Management Process;

· System Configuration Process and Cloud Security Architecture;

· Vulnerability Management Process;

· Patch Management Process;

· System Monitoring Process;

· Secure Service Development Process.

Operation Management documents which have an impact on QMS and ISMS:

· Incident and Request Management; 

· Problem Management; 

· Change and Configuration Management; 

· Capacity Management; 

· Service Level Management (SLA);

· Release Management.
· Documents and records developed as a result of applying quality assurance and information security frameworks, including but not limited to planning documentation, quality and information security audit reports etc.
· Quality assurance and information security training materials;

· ToRs, technical specifications, technical evaluation notes/reports;

· Monthly Reports on Quality Assurance and Information Security issues;
· Other documents as requested under the current assignment;
· Quarterly Activity Reports.
V. Timing 
This is a full-time assignment expected to be performed during the period September – December 15, 2017 (Project Preparation) and could be extended subsequently under Modernization of Government Services in the Republic of Moldova Project subject to the consultant’s satisfactory performance.
VI. Institutional arrangements

The Consultant will report to and work under the direct supervision of the Executive Director and Chief Digital Officer of the e-Government Center.
VII. Resources

The eGC will provide working space, office equipment and communication facilities (including access to the Internet), as well as any other necessary means and support for Consultant in order to carry out this assignment.
VIII. Qualification requirements and evaluation criteria

· University degree in areas such as computer sciences, engineering, telecommunications or related;

· Minimum 10 years of experience in IT area;

· Minimum 5 years of Information Security or Quality Management and/or Information Security or Quality Assurance Consultant;
· Minimum 2 years of experience managing the software implementation, including from quality perspective, for large scale business applications, including planning, analysis and execution;

· Excellent understanding and experience in applying of internationally recognized Quality and Information Security Standards (e.g. ISO/IEC 9001, ISO/IEC 27000 series);

· Excellent understanding of internationally recognized ITSM standards and best practices (e.g. ITIL, ISO/IEC 20000 or COBIT);

· Ability to effectively communicate and write in English and Romanian. Communication in Russian is an advantage.

· Relevant certifications in Quality Assurance (such as ISTQB) or Information Security (such as CISSP or CISM) would be considered a strong asset.
